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Symantec Endpoint Protection 11.0 MR4: Install, Configure &

Deploy

COURSE DESCRIPTION

The Symantec Endpoint Protection 11.0 MR4: Install,
Configure & Deploy course is designed for the network,
IT security, and systems administration professional
tasked with architecting, implementing, and monitoring
antivirus, antispyware, and client firewall solutions. This
class covers how to design, deploy, install, configure, and
monitor Symantec Endpoint Protection.

Students also learn how to create and implement client
firewall, intrusion prevention, and behavioral protection
policies that guard the enterprise from viruses, hackers,
and spam. In addition, students learn how to troubleshoot
Symantec Endpoint Protection managers and clients.

Delivery Method
Web-based training (WBT)

Duration
Five hours

Course Objectives

By the completion of this course, you will be able to:

»  Describe Symantec Endpoint Protection products,
components, product dependencies, and the system
hierarchy.

« Install and configure Symantec Endpoint Protection
management and client components.

«  Deploy Symantec Endpoint Protection clients.

*  Manage the client Ul.

+ Manage antivirus and antispyware policies.

»  Configure TruScan proactive threat scans.

+  Design a Symantec Endpoint Protection
environment.

Who Should Attend

This course is for network managers, resellers, systems
administrators, client security administrators, systems
professionals, and consultants who are charged with the
installation, configuration, and day-to-day management of
Symantec Endpoint Protection in a variety of network
environments, and who are responsible for
troubleshooting and tuning the performance of this
product in the enterprise environment.
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Prerequisites
You must have working knowledge of advanced computer

terminology, including TCP/IP networking terms and Internet

terms, and an administrator-level knowledge of Microsoft
Windows 2000/XP/2003 operating systems.

COURSE OUTLINE

Introduction
Course overview

Symantec Endpoint Protection Product Solution

e  Why use Symantec Endpoint Protection?

e Symantec Endpoint Protection components

e Symantec Endpoint Protection policies and concepts
e Key design factors

Installing Symantec Endpoint Protection

e Identifying hardware and software requirements

e Preparing servers and clients

e |Installing the Symantec Endpoint Protection Manager

Managing Symantec Endpoint Protection

e Identifying important SEPM elements

e  Starting and navigating the Symantec Endpoint
Protection Manager

e Describing policy types and components

e Describing SEPM and console communications

Deploying Clients

Preparing for client deployment
Choosing the client installation method
Installing managed clients

Making unmanaged clients managed
Configuring unmanaged detector
Scanning clients

Managing the user environment
Managing groups, policies, and locations

Configuring LiveUpdate Policies

e Configuring LiveUpdate

e  Configuring LiveUpdate for clients
e Manually updating virus definitions

Configuring Antivirus and Antispyware
Protection

e Introducing antivirus and antispyware policies
e Configuring auto-protect scans

e Configuring TruScan proactive threat scans

e Configuring administrator-defined scans
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e  Quarantining files
e Configuring miscellaneous settings

Active Directory Integration

e What is Active Directory?

e How is Active Directory used?

o  Working with Active Directory integration
e  Using Active Directory

Migrating to Symantec Endpoint Protection

e Migrating legacy Symantec AntiVirus server and
client

e Migrating to Symantec Endpoint Protection 11.04

e Describing other deployment methods

Designing a Symantec Endpoint Environment
Architecture and sizing considerations
Designing the architecture

Determining client-to-SEPM ratios

Content distribution methods

SEPM and database sizing

Completing the deployment
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